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Whoami

Known as j3ssie — Senior

Security Engineer at TikTok

Open-source lover building

security tools for

practitioners.

Recognized by Fortune 500

leaders including Google,

Apple, Microsoft, Netflix,

Snapchat, the US Department

of Defense, and many more for

identifying security

vulnerabilities in their

products.

https://j3ssie.github.io/
https://j3ssie.github.io/
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The gap

Continuous delivery never got continuous security testing

Manual pentests ship as a PDF every 6–12 months. Stale before the next sprint,

and never re-run on the diff

Traditional DAST/SAST scan from a fixed checklist. No application context, no

exploit synthesis, and false-positive rates that demand a full-time triage owner

Diff-scoped AI reviewers read the patch, not the running app. They emit prose,

never an HTTP request

Vibe-coded apps are growing fast. More production software is being generated

quickly, often without matching security review depth

Nothing in the standard stack ingests the whole repo, plans an attack, issues live HTTP probes, and

validates the result end-to-end. That’s the slot Vigolium fills.
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AI code review is not security testing

Scope

AI code reviewers see the

lines in the PR plus a small

retrieved context window.

Vigolium ingests the entire

repo — every route, auth

flow, and downstream service

— and binds it to the live

target.

A cross-endpoint auth bypass

is not visible from one file.

Action

AI code reviewers reason

about source and emit

suggestions.

Vigolium synthesises

payloads, issues live HTTP

requests against the target,

and reads the response.

Static reasoning cannot prove

exploitability. A confirmed

request/response pair can.

Signal

AI code reviewers produce

unvalidated prose.

Vigolium produces a finding

with the request, response,

and a reproduction command.

Diff annotations are hints.

HTTP records are evidence.

A diff reviewer reasons over a patch. A security scanner attacks a running system.

Different inputs, different outputs, different jobs.
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Architecture

Vigolium CLI

Single Go binary. Hosts the native scanner (235+

modules), the olium runtime (LLM dispatch), and

the agent subcommands. Also runs as a REST API

server.

Vigolium Workbench

Self-hosted dashboard. Reads the same DB store the

CLI writes to.

Static Report

Portable HTML output with request/response

evidence for offline review and sharing generated

from the CLI results.

The goal: build systems that don't become obsolete.

Give agents the best native tools, and every new

model release makes the system stronger.

3 components. The CLI does all the work; Workbench are different ways to view it.
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Scanning modes

vigolium scan

Deterministic. Native Go pipeline, no LLM in

the loop.

6 phases: heuristics → external harvest →

discovery → spidering → known-issue-scan →

dynamic-assessment

235 modules (144 active, 91 passive)

Three strategies: lite  / balanced

(default) / deep

Repeatable, fast, CI-friendly

Best for: large amount of application,

baseline coverage.

vigolium agent <mode>

AI-driven. All dispatch through the in-process

olium runtime ( pkg/olium/ ).

8 subcommands: query , autopilot , swarm ,

archon , piolium , audit , olium , session

Source-aware via --source  (clones git URLs

or reads local paths)

Provider selection in config: claude-oauth ,

codex-oauth , anthropic-api-key , openai-api-

key , claude-code-cli

Two top-level commands. Both write to the same store, both produce the same

finding/HTTP-record schema.
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Native scan — vigolium scan

Pipeline (6 phases)

Strategies
Phase lite balanced deep

External harvest yes

Discovery yes yes

Spidering yes yes

Known-issue yes yes

Dynamic-assess yes yes yes

Module dispatch (scan scope)

Three granularities, declared per module as a bitmask:

ScanScopeRequest  — once per request (403 bypass, JWT,

cache poison)

ScanScopeInsertionPoint  — once per parameter (SQLi, SSTI,

XSS)

Engine internals
Worker pool with per-host rate limiting + hybrid queue

Value-aware mutation — classify parameter values by

semantic type, generate type-specific payloads

OAST callbacks for blind detection (blind SSRF, blind

XXE, blind RCE)

Browser-driven SPA spider with form filling + JS

analysis

Severity scale: critical > high > medium > low > suspect > info. Confidence scale: certain (payload executed) > firm

(behavioral) > tentative (heuristic). Every finding carries both.

1. Heuristics       Pre-flight: WAF, redirects, tech fingerprint

2. External Harvest Wayback, CommonCrawl, OTX, URLScan, VirusTotal

3. Discovery        Brute-force dirs/files, JS analysis

4. Spidering        Chromium SPA crawler, form filling

5. KnownIssueScan   Nuclei templates + Kingfisher secrets

6. Dynamic-Assess   144 active + 91 passive modules
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Inputs & integrations

Input formats
URL / target list — -t https://example.com , file, or

stdin

OpenAPI / Swagger — JSON or YAML

Postman — collection export

Burp Suite — XML state file and Burp Suite Plugin

cURL — raw curl ...  command

Raw HTTP — request/response file

Source code (for agentic modes)

--source <local-path | git-url>  — canonical flag across

swarm , autopilot , archon , piolium , audit , query .

Git URLs are cloned into the session dir.

What you point Vigolium at, how it authenticates, where it plugs in.

GET /catalog?searchTerm=apple HTTP/2

Host: localhost:3000

...
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Sessions & JS extensions

Sessions — --auth-file

Multi-session YAML/JSON. primary  drives discovery;

compare  sessions are tested against it for IDOR.

Embedded Javascript Runtime

JS extensions implements active or passive module shape.

APIs: vigolium.http , .db , .parse , .utils , .agent .

# idor-test.yaml

sessions:

- name: admin

role: primary

headers:

Cookie: "${ADMIN_SESSION_COOKIE}"

- name: regular_user

role: compare

headers:

Cookie: "${USER_SESSION_COOKIE}"

# Login flow with token extraction

- name: api_admin

role: primary

login:

url: https://app/api/auth/login

method: POST

body: '{"u":"admin","p":"admin123"}'

type: bearer

token_path: .data.access_token

// webhook_callback_detector.js — passive

module.exports = {

id: "webhook-callback-detector",

name: "Webhook/Callback URL Detector",

type: "passive",

severity: "suspect",

confidence: "tentative",

scope: "response",

scanTypes: ["per_request"],

scanPerRequest: function(ctx) {

if (!ctx.response || !ctx.response.body) return null;

var ct = ctx.response.headers["content-type"] || "";

if (ct.toLowerCase().indexOf("json") === -1) return null;

var hits = vigolium.utils.regexExtract(

ctx.response.body,

'"(?:callback_url|webhook|notify_url)"\\s*:\\s*"(https?://[^"]+)"'

);

if (!hits || !hits.length) return null;

return [{

url: ctx.request.url,

name: "Webhook/Callback URL exposed",

matched: hits.join(", "),
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Coverage

Injection

XSS (reflected, DOM-based, SSR hydration) · SQLi (error-

based, boolean/time-blind) · NoSQLi (Mongo/Couch/Cassandra)

· SSTI/CSTI · CRLF · OS command exec · XXE · prototype

pollution · insecure deserialization

Access control

CSRF · IDOR · authorization bypass · mass assignment ·

403/401 forbidden bypass · HTTP method tampering

File & path

LFI · path traversal (null byte, double encode, Unicode) ·

file upload flaws · directory listing · backup discovery

Framework-specific

Spring Boot (actuators) · Django · Laravel · Rails ·

Express · Next.js · Nuxt · Remix · ASP.NET / Blazor · Flask

· FastAPI

CMS

WordPress (XML-RPC, user enum, AJAX) · Drupal · Joomla ·

CMS installer exposure

Cloud & infra

Firebase (RTDB, storage, auth, functions) · cloud storage

listing/takeover · default credentials · web cache

poisoning · CORS misconfig · host header injection

OWASP Top 10 and beyond — broken out by the categories the scanner registry

actually uses.
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Agentic modes — vigolium agent <mode>

Subcommand Family Job

autopilot
agentic

scan
One long LLM session with full Bash/Read/Write/Grep/Glob until halt_scan . Free-form pentest.

swarm
agentic

scan

10-phase pipeline. Master agent picks modules, generates JS extensions; native engine executes; optional triage +

rescan loop.

archon
source

audit
Multi-phase whitebox audit on Claude/Codex/OpenCode. Modes: lite  (3) · balanced  (6) · deep  (10).

piolium
source

audit
Same audit shape, Pi runtime. Useful for non-Anthropic providers (OpenAI/Codex, Gemini).

audit
source

audit
Unified driver — runs archon  + piolium  back-to-back, dedups findings under one parent scan.

olium  / ol TUI Interactive multi-turn chat. Provider-agnostic. Not orchestrated scanning.

olium runtime providers ( agent.olium.provider ) codex-

oauth  · anthropic-api-key  · openai-api-key  · claude-

Session artifacts at ~/.vigolium/agent-sessions/  Output

schemas: findings , http_records , attack_plan ,

8 subcommands, four families. All dispatched through the in-process olium runtime.
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Deep audit — 15 phases

# Phase One-liner

1
Intelligence

Gathering

Pull CVE/GHSA advisories + mine commit

history for security-relevant changes.

2
Patch Bypass

Analysis

Re-derive every fixed CVE / suspicious patch

and try to bypass it.

3 Knowledge Base
Build DFD/CFD slices, trust boundaries,

attack surface map.

4 Static Analysis
CodeQL + Semgrep with inline security-

relevance enrichment.

5 Deep Probe
Per-component teams: strategist, backward +

contradiction reasoners, evidence harvester.

6
Authorization

Audit

Enumerate every route/handler; build the

authz matrix.

7
State &

Concurrency

Catalogue stateful entities + concurrency

primitives; hunt races.

8
Cross-Service

Taint

Propagate taint across service boundaries

(queue, RPC, shared DB).

# Phase One-liner

9
Spec Gap

Analysis

Diff documented behavior vs. implementation;

find undocumented features.

10 Review Chambers
Synthesizer + Ideator + Tracer + Devil’s

Advocate debate every cluster.

11 FP Elimination
fp-check sweep, then cold-context verifier

on every CRITICAL/HIGH.

12 Variant Analysis
Variant-hunter per confirmed bug — find the

same shape elsewhere.

13 PoC Construction
Working exploit + evidence per finding;

consolidate into stable IDs.

14
Finding

Finalization

Author per-finding report.md  from cold

context — gate before assembly.

15 Final Report
Assemble final-audit-report.md  from per-

finding reports.

vigolium agent archon --mode deep  — full whitebox security audit. Swarm-

orchestrated, capped at 3 concurrent agents.
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Vigolium vs. Claude Code (Opus 4.7)

Same repo, same model family. Claude Code is a coding agent; Vigolium is a multi-phase scanner with

adversarial review, cold verification, and a findings store.

Result: 37 critical/high findings from Vigolium vs. 2 from Claude Code with security skills.

Same target, same source. Different tools for different jobs.

STATIC AUDIT KICKOFF FINDING REVIEW AND FP CHECK
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Vigolium vs. GPT-5.5 Cyber

Dimension GPT-5.5 Cyber Vigolium

Findings on

test target
3, low severity 45, including criticals

Input scope
Diff / pasted

file
Whole repo + live target

Method
Reasons over

source

Synthesises payloads,

issues HTTP probes

Output
Natural-language

hints

Finding + HTTP

request/response + repro

FP rate
High —

unvalidated

Near zero — runtime-

confirmed

Cross-file auth

/ IDOR
 partial  whole-repo reasoning

Runtime

misconfig
 static only  observed live

Blind / OOB

bugs
 via OAST callbacks

Same target. One reasons over source; the other ingests source, attacks the

running app, and validates.
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Competitive landscape

Capability Pentester
Scanner

(DAST/SAST)

Bug

bounty

AI code

reviewer
Vigolium

Whole-repo source context

Runtime exploitation (DAST)

Validated PoC

(request/response)

AI triage / FP filtering

AI-driven payload synthesis

Vigolium combines SAST (whole-repo source context) + DAST (live exploitation) + AI

triage + agentic autopilot in one binary.

Where Vigolium sits relative to the existing AppSec stack.

(human)

(human) (human)
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Validation methodology

Reproducible evidence

Each finding ships with the HTTP request,

response, module ID, payload, and confidence

rating replayable from the CLI or Workbench.

Open-source bug bounties

Continuous runs against in-the-wild OSS projects.

Findings disclosed to maintainers. Recall measured

against issues those projects have already

triaged.

Benchmark suite

Adversarial verdicts + cold verification — agent’s

deep mode runs adversarial debate chambers and a

cold-verify pass before a finding is written.
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OSS audit corpus

Corpus

Projects scanned 46

Files analysed 263,406

Lines of code 52,902,830

Commits ingested 931,160

Findings surfaced 1,113

Severity

Severity Count

Critical 16

High 323

Vigolium pointed at popular open-source projects — code already running inside

Fortune 500 stacks, already scanned by traditional tools.
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Anatomy of a scan

State

SQLite by default; Postgres for multi-tenant

Workbench/Console. Schema covers targets , findings ,

http_records , agentic_scans , oast_interactions ,

extensions .

Where agentic plugs in

swarm  runs the same pipeline but injects an AI plan phase

before scan and an optional AI triage phase after. Plan

picks modules + writes JS extensions; triage requests

targeted re-scans on disputed findings.

What happens between vigolium scan -t https://app  and a finding written to the

store.

CLI invocation (cmd/vigolium/main.go)

│  flag parse, config load, DB init
▼

Input parsing (pkg/input/source/)

│  URL/file/stdin → WorkItem stream
▼

Runner orchestration (internal/runner/)

│  6-phase pipeline, strategy-driven
▼

Executor (pkg/core/executor.go)

│  worker pool, hybrid queue,
│  per-host rate limit
▼

Module dispatch (pkg/modules/)

│  passive (sequential) +
│  active (parallel),
│  scoped per host/req/insertion-point
▼

Result emission (pkg/output/output.go)

post-hooks → SaveFinding →
OnResult → Notify
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Deployment models

CLI-only

Single Go binary, local SQLite.

For: solo operators, CI runners,

ad-hoc audits.

vigolium scan -t URL

Outputs: console, JSONL, HTML

report, SARIF

BYO LLM credentials for agent

modes

Zero infra; data never leaves the

box

Self-hosted

Workbench

CLI + dashboard in your VPC.

For: teams who need a UI but can’t

ship data outside their boundary.

Same CLI engine, Postgres backend

Multi-tenant projects + RBAC

Browse findings, replay HTTP

records

Bring-your-own LLM key or local

Codex/Claude

Vigolium Console

Managed cloud, hosted by us.

For: teams who’d rather not run

infra.

Same UI as Workbench

Scheduled scans, GitHub/GitLab

webhooks

Org/team management, SSO

Scan compute managed; LLM keys

pooled

Same binary, same finding schema, three operating shapes. Pick by data-residency

and team size.
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Demo

Pre-recorded results: https://demo.vigolium.com/

Reach out: jessie@vigolium.com
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Agentic audit
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Agentic scan with autopilot
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Autopilot attack planning
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Autopilot finding validation
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Agentic scan with swarm
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Burp integration
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Native scan
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Vigolium CLI findings
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Vigolium CLI traffic
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Thank you

Thanks for listening. Connect with me on LinkedIn for updates, questions, and

follow-up.

linkedin.com/in/jessie-aiholinkedin.com/in/jessie-aiho // jessie@vigolium.comjessie@vigolium.com

https://linkedin.com/in/jessie-aiho
mailto:jessie@vigolium.com

