VIGOLIUM

/f What is Wigolium?

SERIOUS SECURITY

AUDIT, NOT JUST A -
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Catch critical vulnerabilities that traditional scanners and
Al code review tools miss, with validated proof your team
can act on.
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https://www.vigolium.com/
mailto:jessie@vigolium.com

The Problem

Every company shipping software faces a painful tradeoff

Hiring pentesters — $20k-$100k per engagement, takes weeks, and the report is
stale the moment your team ships new code

Buying scanner software — install it, configure it, tune it, and hire someone to
run it. Most companies don’t have that person

Bolting on an AI code reviewer — reads the diff, not the app. Pattern-matches
your PR against a training set. No runtime, no exploitation, no proof a bug is

real

Meanwhile, you're shipping weekly. Your attack surface grows every sprint. Your
security coverage does not.

The gap: Security testing is stuck in the consulting era — and the new wave of AI reviewers never
leaves the diff. Nobody is actually hacking your running app.



Why AI Code Review Isn’t Security Testing

The new wave of AI tools reviews your
These are not the same job.

A hacker attacks your

Scope

AI code reviewers see the 40

lines in your PR.

Vigolium ingests the entire
Iepo — every route, every
auth flow, every downstream
service — plus the live

running app.

You can’t find a cross-
endpoint auth bypass by

staring at one file.

Action

AI code reviewers reason
about code and leave

suggestions.

Vigolium writes exploit
payloads, fires them at your
app, and watches the

response.

Static reasoning can’t prove
a bug is exploitable. A real

request can.

Signal

AI code reviewers produce
prose hints — often wrong,

always unvalidated.

Vigolium produces a finding
with an HTTP request, a

response, and a reproduction.

Your engineers don’t need
more opinions. They need

proof.



What Vigolium Is

A hacker that reads your whole codebase —
and actually breaks 1in.

= Connect your app — a URL, a GitHub
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repo, an API spec, or all three
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m Vigolium ingests the entire repo,

maps your attack surface, plans

exploits, and fires real payloads at

your live app — every time you ship

= You get validated findings — each e e
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with a real HTTP request, response, —— et T T
and reproduction. Not hints. Not diff

annotations. Proof.



The Pentester That Never Sleeps

Always on. Always learning. On every deploy — without an ops team.

Never off

First scan in minutes — jus't a URL and optional > VIGOLIUN CLOUD CONSOLE [PROJECT: Default Project vl © Credits: 999,999 [Login as Adnin]

N & AGENTIC SCAN

GitHub connection. Not 3 weeks of scoping calls. (I B

Target

Never forgets

Evexry push scanned, every deploy watched. Not an
annual snapshot you’ll forget about by Q3.

B STREAMING RESPONSE

Never quits

v € AGENT SESSIONS (@)

Learns from every app, every customer, every scan.

Not one expert’s playbook, frozen in time.



Meet Agentic Mode (The AI Pentester)

An that works the way a senior human pentester works — but at
machine speed, and never gets tired.

Reads your entire source code — not just the diff. Maps every route, auth flow,
data access path, and business-logic chain across files and services

Decides what to attack based on what it found — not a fixed checklist

Writes custom exploit scripts on the fly for logic flaws no generic scanner
could catch

Fires real payloads at your live app and watches how it responds — exploitation
with evidence, not suggestions on a PR

Reviews every finding and throws away false alarms before you ever see them
Explains each real issue in plain English, with a reproducible HTTP request and

a suggested fix

All automatically. All in one click. A seasoned hacker — on retainer, at machine speed.



Two Modes, One Platform

Most "AI" security tools bolt a chatbot onto a traditional scanner. Agentic Mode

is the opposite: the AI — planning, probing, validating,
and reporting.

Native Scan Agentic Scan
Speed Very fast (seconds-minutes) Deeper (minutes-hours)
Approach Deterministic checklist of 200+ built- AI plans, writes custom tests, triages
in checks results
Best f Every deploy, CI/CD gates, broad Pre-release audits, new features,
es or
coverage sensitive apps
Finds logic
s Limited Yes — this is its strength
flaws?
False-positive )
Low Near zero (AI triage)

rate

Cost per scan Low Higher (real AI compute)



Competitive Landscape (Vigolium compares
to the usual options)

Hire a Buy a Bug AI code . .
What you want ) Vigolium
pentester scanner bounty reviewer
v
Instant setup X (weeks) X (days) VAN v
(hours)
Always on, not a snapshot X VA v {\ (per PR) v
Reads entire repo (not just
_ po . JAN X X X v
the diff)
Runs against your live app v VAN v X v
Préduces validated PoC / Y A v » Y
evidence
ches blind runtime-onl
Cat / y % A v X v

bugs

ATl filters false alarms X X N/A X v



Vigolium vs. Claude Code with Opus 4.7

STATIC AUDIT KICKOFF FINDING REVIEW AND FP CHECK

oo mn
© Let ne verify the one HIGH finding with an independent false-positive check sub-task.

Agent(Verify PowerShell spawn Finding)
L Initislizing

o0 m
Wrangling.. (12n 135 - & 44.8K tokens - thought for 4s)

Claude Code v2.1.114

Opus 4.7 (1M context) - Claude Max Clsude Code v2.1.11

e e
~/Desktop/deno/codex

® Lot ne verify the one HIGH finding with an independent false-positive check sub-task.

do a thoroughly static security audit on this repo for me
®© Skill(security-review)  Agent (Verify PonerShell spawn finding)
L Successfully loaded skill L Done (25 tool uses - 73.8k tokens
Cetrivo to expand)

3n 195)

Listed 2 directories (ctrl+o to expand) ® Codex Repo Static Security Audit
Scope: Full-repo audit across sandbox/exec, auth/secrets, NCP/plugin/IPC, and SOK/CLI/install surfaces. Trust model: LLH output, MCP server responses, and
)

® This is the Codex repo (Rust + Node CLI + SDKs). I'Ll run a thorough static security audit across the codebase.
network content are UNTRUSTED; user CLI/env/config are TRUSTED.

(53s - & 151 tokens - thought for 4s)
Vuln 1: Sandbox escape via PowerShell-parser pre-spawn — ! X b _parser.rs:104

L Tip: Use /btw to ask a quick side question without interrupting Claude's current work
- Severity: HIGH
- Category: sandbox_escape / command_injection
- Confidence: 9/10

i |

»» bypass permissions on (shift+tab to cycle) - esc to interrupt
is_known_safe_conmand (codex-rs/shell-comnand/src/comnand_safety/is_safe_command.rs:22-24) unconditionally calls is._safe_conmand_windows on all platforms —
the windows_safe_comnands module has no #{cfg(windows)] gate, unlike its sibling is_dangerous_conmand_windows (is_dangerous_conmand.rs:3-5). When an
LLM-supplied tool-call argy has comnand(0] whose basename matches powershell, powershell.exe, pwsh, o pwsh.exe (windows_safe_commands.rs:107-118), the
executes C: angs (["-NoLogo", "-NoProfile”, "-NonInteractive",
requirenent, and no sy check

Description

code invokes Powersh
“-EncodedConaand”,

U L
1).spawn() - passing the LLH's raw path verbatin, with no PATH resolution, no

This runs inside the orchestrator process during pre-dispatch is_nutating evaluation (codex-rs/core/src/tools/registry.rs:334 ~ before handle_any), so the
spawned process inherits the user's full ambient authority, outside the seatbelt/landlock/bwrap/Mindows-sandbox that the later child exec would have been

wrapped in.

Call sites that feed untrusted LLH argv dnto the gate
- codex-rs/core/src/exec_policy.rs:S7

Takeaway: Claude Code is a strong coding agent. Vigolium is built for serious security audits.
Vigolium found 37 critical and high severity vulnerabilities compared to 2 findings in noxmal Claude

Code, even with skills enabled.
Claude Code with Opus 4.7 can produce a solid static security review. Vigolium goes further: audit

the entire repo, validate findings with proof, and deliver actionable results.



Vigolium vs. GPT-5.5 Cyber

Head-to-head on the exact job a security buyer is trying to do.

Dimension

Findings

Input scope

Method

Output
False-positive
rate

Cross-file auth /
IDOR chains

Runtime misconfig

Evidence a dev
can act on

GPT-5.5 Cyber

3 findings, low
severity

Diff / pasted file,
misses most of the repo

Reasons about source

Natural-language hints

High — not validated

I\ partial
X static only

Prose

Vigolium

38 findings,
including
criticals

Entire repo + live
app

Writes exploits,
fires them

Validated finding
+ HTTP PoC

Near zero -
runtime-confirmed

v/ whole-repo
reasoning

v/ observed live

Request / response
+ Trepro

Findings Analysis




Technical Appendix

For folks familiar with the AppSec market

el Veracode / Acunetix / HackerOne / el
ili i iu
s Y SonarQube Qualys WAS Bugcrowd g
Runtime DAST (tests
. ! A v v (human) v
live app)
SAST (reads source v 5 5 v
code)
AI-driven payload
. X X N/A v
generation
AI triage noise
. .g / VAN VA v (human) v
filtering
Custom checks on the
X A N/A v
fly
er-scan or per-
Pricing model per-dev/mo per-asset/mo per-bounty = s

app/mo



How It Works

1. Sign up at vigolium.com
N2
2. Add your app
- Paste a URL, API spec or
+ Connect GitHub, or
- Just describe your requirement in english
N2
3. Vigolium's AI reads your code,
plans the attack, runs 200+
checks, and filters false alarms
\/
4. Clean report in your dashboard
« Prioritized by real risk
« With clear fixes
N2
5. Every new deploy - fresh scan,
automatically.

From zero to your first real finding in
under 10 minutes.

> VIGOLIUM CLOUD CONSOLE [PROJECT: Default Project vl

83 DASHBOARD

NEW SCAN

Target (type: full scan) aut

e

SCAN HISTORY

RUNNING

INDINGS &

ORD!

9 IN

ST

@& NATIVE SCAN

@ Balanced

GEN

@ Credits: 999,999 [Login as

Adn.

in]



What We Catch (OWASP Top 10 and far
beyond)

Everything a human pentester would look for — and a whole category of bugs that
diff-scoped AI reviewers

= Data leaks — sensitive info exposed in = Cloud misconfigurations — leaked credentials,
responses, headers, or error pages exposed storage buckets, risky API keys
= Broken access controls — users seeing or = Framework-specific bugs — Next.js, Django,

changing data they shouldn’t

Rails, Spring, Laravel, FastAPI, and more

m Injection attacks — SQL, XSS, command injection, m "Blind" vulnerabilities — subtle bugs with no

and modern variants

m Authentication & session flaws — weak logins,

broken tokens, privilege escalation

What AI code reviewers can't catch and never will:

context)

IDOR chains spanning multiple files or services

debug endpoints, env drift) - Business-logic race conditions

visible symptoms, caught via advanced callback

techniques

Cross-endpoint auth bypass (needs whole-repo

Runtime-only misconfig (leaked headers,



Why Customers Trust It

= Benchmark-validated against the
industry-standard vulnerable apps
every security vendor tests on

m Real-world validated through bug
bounty programs finding previously-
unknown bugs in production

= Transparent AI — every finding shows
the reasoning and evidence; nothing
is a black box

= Data sovereignty options — managed AI
by default, or private deployment for

enterprise

severity A
CRITICAL
CRITICAL

CRITICAL

ALL Severities

Hodule
9guf-shape-uints4-overfL.
pullwithtransfer-digest-
autoallow-prefix-netacha.
agent-approval-connand-s.
agent-approval-shell-net.
allowedhost-suffix-squat.
ntmd-null-deref-inage-bi..
gguf-string-unbounded-al..
manifest-token-oon
api-pull-ssrf
Wwwauth-realn-conna-pars,
isprivate-rfc1918-host-h.
dns-rebinding-drive-by-i.
signin-url-unmarshal-err.
whoani-pubLic-key-disclo.
editor-visual-flag-injec.
web-seanch-fetch-unauth-
readrequestbody-unbounde.
client2-experinent-bypas.
ollama-host-nonloopback-
cgo-log-callback-reentra.
streaning-response-clean.
lana-adapter-Tlora-struc.
audio-nel-path-uncapped-
estring-leak-Load-nodel-.
‘ora-path-ipe-to-cgo-pas.
mlxrunner-manifest-path-.

- 1 to 45 of 45

ALL Confidence ALL Modules AL Sources AL Tags

Description
fs/9anl/ggnl.go:505-514 cor
pullMithTransfer (Ollama's
TsAutoAllowed (x/agent/appi
Distinct primitive from p8
Three conpounding defects |
allowedHost() at server/rot
lama/Ulana.go:566-570 pas:
Two independent GGUF parser
Two unbounded io.ReadALL(rc
POST /api/pull accepts a ut
The custon WiM-Authenticate
The host-header filter at ¢
Chain of primitives, each

The original hypothesis (H
WhoaniHandler (server/rout¢
In interactive mode, the of
Two gin-registered routes i
readRequestBody at server/c
When OLLAMAEXPERIMENT=cliel
The allowedHostsHiddleware
lana/llama.go:34-56 regist
The ollana NDJSON streaming
lana/llana.go:344-356 (Apj
Ollana exposes two audio it
lana/llama.g0:264-310 (Lo
The Ulamarunner subprocess

x/inagegen/manifest/nanifes

FINDING DETAIL

Finding #9 entative | oraft
agent-approval-shell-netachar-bypass
duce a sing!

((® Rendered

Summary

Three compounding defects produce a single command-injection primitive in
the agent's approval laye

1. Pipe-only splitting (
splits on || before extracting the prefix. Any ;, &, (I, .
backticks, or newlines fall inside ~ they are never examined

) only

2. Denylist as substring , called fron
) uses with literal
patterns ( 8 5 . etc.). Any inline
empty-quote (r''n, 3 5 ) breaks the match while
bash still evaluates the intended command
executor invokes
Bash is invoked AS a shell — metachars are
interpreted by , not by 6o's This is the sole
execution sink for approved conmand
The cache key produced by ignores everything after the
first path-like argunent. Once a user approves for the
session, the prefix enters the allowlist, and the agent's
subsequent tool-calls reach when their first pipe-
segment's first non-flag path arg happens to start with - no matter
what metachars follow

Details

Three compounding defects produce a single command-injection primitive in
the agent's approval layer

1. Pipe-only splitting C ) only
splits on | before extracting the prefix. Any :, &, Il , )
backticks, o newlines fall inside ~ they are never examined.

2. Denylist as substring ¢ . called from

) uses with literal
patterns ( " . etc.). Any inline
enpty-quote ( , .
bash Still evalvates the intended command.

executor. invokes

Rash is inunked AS a shell — metachars are




Proof: Real Code, Real Bugs

We pointed Vigolium at — the
same code running inside Fortune 500 companies — and it found real, reportable
vulnerabilities.



Pricing

Security scanning that fits your stage: pay-as-you-go scans, pre-paid credits, team volume, or dedicated enterprise
infrastructure.

ON-DEMAND SCAN

$29

per 100K lines of code

Pay-as-you-go scan for vibe-
coded apps, one-off audits, or
benchmarking other scanners.

v/ One-time full agentic scan
v/ Pay only for what you scan

Validated PoC for every

finding
v Markdown, PDF & JSON
report export
No subscription, no
v u ripti

commitment

STARTER PACK

From $299

pre-paid credits

Pre-paid credits for MVPs and
small teams with validated PoC
on every finding.

5,000 scan credits
included

Native + Agentic scans

Validated PoC for every
finding

Markdown, PDF & JSON
report export

Email support

TEAM PACK

From $2,999

volume credits

Volume credits for production
with continuous monitoring and
team collaboration.

60,000 scan credits
included

Everything in Starter

Scheduled & continuous
scanning

Continuous monitoring

Cloud dashboard & scan
history

N N e N

Priority support

ENTERPRISE

Custom Pricing

dedicated deployment

Dedicated infrastructure, SLA,
and white-glove onboarding for
large teams.

v/ Everything in Team

v/ Isolated data environment

<

Custom integrations

Custom SLA & uptime
guarantees

SSO / SAML integration

Custom integrations &
webhooks

On-premise deployment
option



Who It’s For

Startups without a security
team

Ship fast, stay safe, pass your first
enterprise security review.

Scaleups with 50+ apps

One dashboard across the whole
portfolio, no per-app tool sprawl.

Enterprise security teams

Continuous coverage between annual
pentests, with private-deployment
options for sensitive codebases.



Traction & Go-to-Market

Where we are today
= 200+ built-in security checks live in

production Vigolium Agentic Audit Showcases

= Continuous scanning with GitHub,
GitLab, Bitbucket integrations

= Dashboard & API for team workflows

= 67+ open-source projects scanned,

2,166+ real findings surfaced

Go-to-market
m Bottom-up: free tier - self-serve

upgrade (product-led growth)
= Top-down: design partners at scaleups

- enterprise tier



The Ask

For investors

Security testing is a $10B+
market stuck in the consulting

era.

We’'re building a continuous, AI-
native, self-serve AppSec
platform — replacing one-off

audits with always-on coverage.

Raising a seed round to scale
the engine, grow the team, and
land our first 20 design

partners.

Reach out: jessie@vigolium.com

For design-partner
customers

Free tiexr during beta, direct
line to the founding team, and

you shape the roadmap.

Get continuous AI-driven
security review on your real
codebase — and findings you can

act on the same day.

Ideal fit: Series A-C startups

without a dedicated AppSec team.

For partners &
advisors

We’'re looking for integration
partnexs (CI/CD, code hosts,
ticketing) and advisors with
deep AppSec, GTM, or enterprise-

security experience.

Intros to CISOs and Heads of
Security are the single highest-
leverage thing you can offer us

right now.

www.vigolium.com



Demo

A W D H

Live, on stage, in under 5 minutes

Request Demo at www.vigolium.com
Connect a sample GitHub repo
Watch AI read the code and plan the attack in real time

Show the first real vulnerability found

See demo result and audit result: https://demo.vigolium.com/
or reach out to me at jessie@vigolium.com



